' CYBER CRIME WING, CID, MEGHALAYA POLICE GUIDELINES

FOR CITIZENS

Internet / Mobile Phone Guidelines
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Never post your personal information, such as a cell phone number, home number, home address,
or your location on any social networking site or through mobile apps like facebook, whatsapp,
Instagram, etc.

Don’t be happy if someone praises you online. Do not get motivated for likes on your pics and
upload more.

Think carefully before posting pictures or videos of yourself. Once you’ve puta picture of
yourself online most people can see it and may be able to download it, it’s not just yours anymore.
Refuse friend request on your facebook account from unknown entities / strangers.
Avoid posting the future plans and activities which you are going to do in networking sites.

Don’t meet up with people you have met online. If someone asks to meet you, tell your parents or
guardian right away. Remember that not everyone online is who they say they are.
Never respond to mean or rude texts, messages, and e-mails. You may need to block such numbers
/ IDs who continuously bother you or post things that are not appropriate.

Keep your privacy settings on social networking sites as high as possible.
Never share your password with anyone; including your best friend. The only people who should
know your password are your parents or guardian, When you use a public computer make sure you
logout of the accounts you’ve accessed before leaving the terminal.

A keylogger is basically spyware and records your keystrokes so that your username and password
are made available to Cyber cafe owner or any Attacker. These records may type directly into
Hacker’s machine or collected afterwards through a file transfer. Some of Cyber Cafes may use
Hardware keyloggers that is connected as an intermediary between keyboard cable and the CPU.
Do not open e-mails, suspicious attachments or click links received from unknown persons. This
may lead to unauthorized access cf your device by cyber criminals.

Beware of unsolicited Emails/SMS/MMS that promise you money, jobs or prizes, or ask for
donations, propose lucrative business deals.

Do not supply any information on the bogus website that may appear in your browser.

Download free softwares with care and caution as these may contain malware.
Keep your internet browser up-to-date and enable features such as a pop-up blocker.
Do not use or purchase a used SIM card. Make sure your SIM card is bought and registered under
your name.
Do not purchase used mobile handset without verifying the authenticity of the seller and the
purchase invoice.
Never lend your mobile phone to others. Protect your phone with password.
Do not use the mobile for obscene/pornographic images, videos or SMS and MMS.
Never leave your phone unattended. Treat it like you would treat your wallet/purse.
Record the unique 15 digit IMEI number. In case Mobile phone is stolen/lest, this IMEI number is
required for registering complaint at Police station and may help in tracking your mobile phone
through service provider. Type *#06# to get IMEL
In case your mobile is lost or stolen contact service provider immediately to block the SIM card.
Enable your mobile phone number and e-mail with your banking transactions for timely SMS and
e-mail alerts. Your Financial Institution or Bank will never send you an e-mail or call you asking
you to provide your Banking details online.

Station or Cyber Crime Police Station immediately.

@ Be safe while surfing online. If any crime occurs, report the matter to_the nearest Police

Contaci Details:-

Cyber Assistance Cell, Meghalaya Police:-
o Phene - +91-364-2504001
o Mobile - +91-9402519391

o Email ID - ccw=meg@gov.in
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CYBER CRIME WING, CID, MEGHALAYA POLICE
KI MAT JINGIADA IA KI PAIDBAH

Ki mat jingiada haba pyndonkam Internet/Mobile Phone

Wat nym pynpaw/upload ia kino kino ki jingtip ba shimet jong phi kum ki phone numbor, ne jaka sah ba pura
ha kino kino ki social networking site lane ha ki mobile application kum ki whatsapp, instagram, bad kiwei
kiwei. '

Wat sngewkmen haba kiwei ki iaroh ia phi ha ki online site. Wat ju shah pynbieij haba phi ioh shibun ki Likes
ha ki dur ba phi upload bad wat ju upload kham bun.

Da pyrkhat bha ha shwa ba phin buh ne upload online ia ki dur ne video jong phi. Shisien ba phi la buh ia ki ha
online, bun na ki briew kin dup iohi bad fah ruh ban download ne pyndonkam bakla ia ki, bad kito ki dur ba phi
lah upload phin nym long trai shuh tang ma phi.

Kyntait ia ki friend request ha facebook na ki briew bym ithuh/nongwei.

Kiar na kaba post/pyntip paidbah ia ki jingthmu/jingleit jingwan jong phi ha ki social networking site.

Wat nym leit ia kynduh kulmar markhmat ia ki briew ba phi ia kynduh online. Lada don mano mano ba kwah
ban ia kynduh ia phi pyntip mardor sha ki bahaiing hasem jong phi. Kynmaw ba ym baroh ba phi ia kynduh
online ki long shisha kita kiba ki ong.

Wat jubab ia ki text message ba khlem akor ne ki bym sngewtynnad. Pynmlien ban block ia kum kita ki jait
number ba pynwit/pynthut ia phi barabor.

Kynmaw ban pynkhlaifi ia ki privacy settings jong phi ha ki social networking site.

Wat nym pyntip/iathuh ia ka password jong phi iano-iano ruh wat ia u/ka paralok ba ieid tam. Ki ba dei ban tip
ia ka password dei tang ki bahaiing hasem jong phi. Da phi pyndonkam ia ki public computer kum ha ki Cyber
Café, da husiar bad pynthikna ba phin logout na ki account ba phi pyndonkam ha shwa ban mih noh.

U keylogger u dei u spyware uba lah ban record man la ki dak ba phi nion ha ka keyboard kum ka kyrteng ne
password jong phi bad ia kine ki record lah ban ioh lum da u trai jong ki Cyber Café lane uno- uno u briew ba
thmu ban tuh (attacker). Kine ki jingtip jong phi kin sa paw hi da lade ha ka Machine jong une u Hacker(u
nongthok online) lane un sa shim hadien lyngba ka file transfer . Ki don ki Cyber Café kiba pyndonkam ia ki
Hardware keylogger da kaba pyniasohlang hapdeng u keyboard cable bad ka CPU(Central Processing Unit).
Wat ym plie ia ki email ne ki attachment ba i suba ne phylla. Wat ym nion kulmar ia ki link ba phi ioh na ki riew
phylla. Namar kane ka lah ban ailad ia u riewsniew ban khmih/ioh rung tuh ha ki mobile ne computer jong phi.
Husiar na ki Email/SMS/MMS ba kular ban ai pisa/khusnam/kam/pan jingiarap ne kiba tyrwa ban ia seng kam
lang.

Wat nym ai lane upload ia kino kino ki jingtip ba shimet jong phi ha ki website ba thok kiba lah ban paw syndet
ha ki screen.

Download ia ki free software da ka jing husiar namar ki lah ban don virus.

Kynmaw ban update ia ki internet browser jong phi na ka por sha ka por bad activate ia ki pop-up blocker.

Wat nym thied pateng ia ki sim card ba lah pyndonkam. Pynthikna ba ki sim card ba phi pyndonkam ki dei kiba
la thied bad register ha ka kyrteng jong phi.

Wat ym thied pateng ne pyndonkam ia ki mobile phone khlem da pynthikna ia ka jinglongtrai jong u nongdie
da kaba peit bniah ia ki kot ki sla ba ioh ha ka por ba thied ia ki mobile phone na dukan.

Wat nym ai kylliang ia ki mobile phone jong phi ia kiwei. lada ia ki phone jong phi da ki password.

Wat nym pyndonkam bakla ia ki mobile phone jong phi ha ka ban ring dur khlemakor ne phah sms/mms khlem
akor.

Wat nym ieh/buh kulmar ia ki phone jong phi. Khein ia ka kum ka pla thep pisa jong phi.

Buh jingthoh ia ki 15 dak jong u IMEI number. Lada jia ba jah ne shah tuh ka mobile phone, une u IMEI
number u long uba donkam ha ka por ba ai jingmudui/ejahar ha ki Police Station bad un iarap ruh ha kaba
wad/thwet ia ka mobile phone ba lah jah lyngba ki Service Provider. Nion ia ki dak *#06# na ki mobile phone
jong phi ban tip/ioh ia u IMEI humber.

Lada jia ba jah ne shah tuh ka mobile phone, pyntip mardor sha ki Service Provider khnang ba kin dup lah ban
block ia ka sim card jong phi.

Pynmlien ban Update ia ki internet browser jong phi bad pyn ruh ia ki pop-up blocker.

Register ia u mobile number bad e-mail ha ki bank ba phi buh pisa khnang ban ioh jingtip lyngba ki SMS bad e-
mail alert man ka por ba phi sei ne thep pisa. Ki Bank kim ju phah e-mail/SMS lane phone ia phi ban pan ia ki
jingtip kiba ia dei bad ki bank account jong phi.

Long kiba husiar haba phi leh/pyndonkam internet. Lada don kino-kino ki jingjia, pyntip kioi sha ki

police station ba jan duh lane cyber crime police station.

Contact No:-
Cyber Assistance Cell, Meghalaya Police:-
o Phone - +91-364-2504001
o Mobile - +91-9402519391
o Email ID - ccw-meg@gov.in
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